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As millions of people work from the safety of their homes, we have witnessed the creation of the largest-ever global remote workforce. IT teams have been relied upon to create work-from-home setups for entire companies. Moving millions of employees, their computers and their data away from a secure office environment presents tremendous data security risks at the best of times, let alone when the transition has had to happen in a short space of time.

With risks ranging from simple technical glitches and human error to full-scale ransomware attacks, there is a lot at stake for businesses. The role of IT teams in business continuity has never been more important.

The new normal {#cesec10}
==============

It goes without saying that a major consideration for business leaders during this period should be the health and wellbeing of employees. This spans from sharing tips to help employees stay active at home, to the leadership team communicating regular business updates.

Aside from this, a top priority is to make sure employees have the right IT equipment and adequate connectivity to work productively and efficiently from home. This encompasses a range of factors, including the provision of laptops, keyboards and other hardware essentials, checking that workers have sufficient access to network and data and ensuring that they have secure online environments.

Employers must also take into account the heightened security risk of running a remote workforce. It\'s imperative that all company data is backed up, protected and easily recoverable in the case of a breach. This is made more challenging by the dramatic rise of dispersed and remote users, which creates a great many more entry points for attackers.

The cybercrime pandemic {#cesec20}
=======================

It is a sad, yet inevitable, fact that cyber criminals are exploiting the Covid-19 pandemic by launching ransomware attacks on unprepared, unprotected businesses. From February to April 2020, amid the Covid-19 surge, cyber attacks against the financial sector increased by a staggering 238%.[@bib1] Furthermore, those surveyed reported that attempts at destruction, not just information theft, are becoming more common.

Also concerning was 82% of CIOs reporting that, alongside a spike in attacks, the techniques used by cyber criminals also appear to be improving. Specifically, they highlighted the use of social engineering and more advanced tactics to exploit not only the human factor, but also weak links caused by processes and technologies within the supply chain.

Now more than ever, organisations that do not have the right infrastructure and policies in place to protect against malicious actors will find themselves most at risk. To mitigate this, there are a number of steps that businesses should take to safeguard data and protect the network while working remotely.

Protecting business data {#cesec30}
========================

A first step for any business moving to a remote working setup should be to implement a company-wide policy that automatically saves documents and data to a shared area such as Google\'s G Suite, Microsoft O365 or a company\'s own on-premises shared drive. It\'s important to remember that some of these hosted services only have 30-day retention for files, so businesses should add a back-up solution and match the back-up frequency to the importance of the data.

Employees working with unstructured data should be encouraged not to store their files on their own laptops, but rather to store work files on a company-managed file server that has immutable snapshots capability. This server should be protected with image-based back-up software to ensure the constant availability and recoverability of all data.

Image-based back-ups can also be used on employee laptops. This means that should an employee\'s laptop fail, the back-up can be used to restore the operating system, applications and data to a new laptop in minutes. Not only does this mean minimal downtime for the employee in question, it also means that any data that wasn\'t stored to the shared drive or cloud will also be recovered.

Local back-up images may be sufficient to protect the data. However, since ransomware is able to encrypt back-ups, it is recommended to go a step further and replicate the back-up images to a remote site or to the cloud. This ensures that the files are still secure and easy to recover. When doing so, businesses should check that the SLA matches the importance of the data, and that the data is replicated to an offsite datacentre or a third-party cloud provider.

Having taken these steps, business leaders can be safe in the knowledge that mission-critical data and applications are fully backed up.

Secure, remote network {#cesec40}
======================

As well as protecting business data, there are a number of additional steps that businesses can take to build and maintain a secure remote working environment, including: •**Safeguard infrastructure:** It\'s important to be confident in the knowledge that business infrastructure is protected with strong security protocols. Part of this is ensuring that all work devices have the appropriate endpoint protection measures installed and a strong VPN solution for a secure connection to the company network.•**Secure the network:** With cyber criminals looking to exploit the sudden surge in remote working, it\'s imperative that businesses take the necessary steps to secure their network. This includes the deployment of software that can constantly scan for viruses and suspicious connections.•**Encourage employees to utilise the IT support team:** Employees should be encouraged to consult IT support teams with any concerns rather than trying to solve technical issues alone. This will ensure that issues are resolved as quickly and securely as possible and could help to avoid a bigger problem arising in the future.•**Communicate safely:** Ensure that the tools used for company-wide communications, such as instant messaging and video conferencing, meet recognised security standards. Staying connected is essential but it shouldn\'t come at a cost to security.

Empowering employees {#cesec50}
====================

As well as deploying the correct storage infrastructure on a company-wide scale, it would be remiss for business leaders to ignore the important part that employees play in keeping the network safe. Phishing attacks that attempt to steal personal data from an email recipient, in particular, remain a concern, especially when considering that attacks rose by 600% in Q1 2020.[@bib2] A successful phishing attack can expose a company to potentially catastrophic ransomware attacks. As well as testing the network to find any holes in protection, it\'s essential that businesses invest in educating employees to be able to identify and avoid phishing attacks. This is especially important when considering that human error accounts for a quarter of all data breaches.[@bib3]

From encouraging the use of multi-factor authentication (MFA), to using strong passwords, the actions that employees take from their living rooms will have a direct impact on the security of the business. They should receive clear guidance on how to secure home routers and manage wifi access, as well as education around setting up secure domain name servers (DNS) to optimise protection against malware, phishing and ransomware.

When properly educated and well prepared, employees can prove a crucial weapon in the fight against ransomware.

Dealing with an attack {#cesec60}
======================

For a company to be confident in its ability to recover, it\'s essential that back-ups are regularly tested. Unfortunately, this is not always the case, as shown by recent StorageCraft research, which revealed that while 68% of respondents believe they have a clear plan in place and could quickly recover from a ransomware attack, 46% only test their plans once a year or less.[@bib4] While having a back-up plan is important, being able to recover all data completely and quickly is absolutely critical for business continuity.

It\'s important to remember that even the best-laid plans can sometimes fail. This is where a robust data recovery plan is essential to business continuity. Being able to recover data quickly in the event of an attack ensures minimal damage and downtime, and as a result, reduces the risk of lost revenue for the business.

If the worst happens and a business does fall victim to a ransomware attack and does not have a data recovery plan in place, it is important that it keeps calm and does not pay the ransom. To pay is to encourage hackers to continue to launch attacks and is also an indicator of how vulnerable an organisation is, which can increase the likelihood of further attacks.

Expert advice should be sought where relevant -- for example around any legal complexities, and customers should be informed in a targeted and co-ordinated manner to avoid panic.

Looking to the future {#cesec70}
=====================

For many businesses around the world, it remains unclear when they will be able to return safely to an office environment. With the threat of cybercrime more prevalent than ever, now is the time for organisations to put the software, policies and tools in place to ensure business continuity and safeguard against the threat of ransomware.
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